Abstract-The use of rock bolts in the mining industry is a widely used approach for increasing mine stability. However, when compared to the automation industry, where the use of sensors and real-time monitoring of processes have evolved rapidly, the use rock bolts have not changed a lot during the last 100 years. What is missing are technologies for keeping installed rock bolts under real-time and online monitoring. One problem is that rock bolts can become damaged by seismic activities or movements within the rock, and thus lose their load bearing capacity. If that happens, the outer shell of a tunnel's walls or ceiling can collapse, with disaster as a result. Therefore, there is a clear need for online and real-time monitoring solutions for strain and thereby stress, as well as seismic activity.
I. INTRODUCTION
The importance of mining for the European Union (EU) has been well documented [1] and its role in the world economy as well [2] . Mining produces raw materials for use in various industries such as car manufacturing, ship building, construction of houses and infrastructure, etc., to mention a few [3] . The mining industry produces materials and products in the range of 84.2 billion euros per year, and employs more than 615 thousand workers within the European Union [1] .
During the mining process, which is going deeper than ever before, long tunnels deep within a mountain are created by a combination of drilling, followed by the use of explosives in order to break solid rock in smaller pieces that can be transported by for example haulers, elevators, conveyer belts, or trucks from the mine site to a process plant at the surface. At the process plant, grinders are used to crush large pieces of rock into small enough pieces that can be used in the process of creating iron ore and iron pellets. During this process, large voids are created down in the mine, which can cause instabilities and even lead to smaller earthquakes. In some cases, micro seismic activity can even lead to collapse in tunnels, causing injuries and even death to workers as well as substantial economic costs. Examples of recent collapse of tunnels are the disaster in the Freeport mine where 33 workers got trapped 2013 [4] , and the San José mine collapse when 33 men got trapped for more than two months [5] . In order to reduce the risk of tunnel collapses, various techniques are used to minimize instabilities in the tunnels.
One of the most commonly used techniques for stabilizing tunnels is the use of rock bolts. In the US alone, more than 100 million rock bolts are installed every year, as reported by Spearing et al. [6] . A rock bolt is a long metal rod which increases stability by transferring load from the outer layer (which has been damaged by mining activities such as blasting and drilling) to untouched rock several meters into the wall. To further increase the stability, specialized machines are used to spray shotcrete, a kind of liquid cement, on tunnel walls and ceilings. The shotcrete helps stabilizing the outer walls of a tunnel, and can be used either as-is or with steel fiberreinforcements. The fibers are usually small strips of metal which helps preventing cracks in the shotcrete. Metal wire nets can also be used to reinforce the shotcrete even further.
One problem is that rock bolts can become damaged by seismic activities or movements within the rock, and thus lose their loading capacity. If that happens, the outer shell of a tunnel's walls or ceiling can collapse, with disaster as a result. Therefore, there is a clear need of monitoring solutions for strain and thereby stress, as well as seismic and micro-seismic activity. By being able to localize areas where rock instability is increasing, and thus potential dangerous events can occur would dramatically enhance the working environment for workers, and reduce costs. For example, the use of strain measurements on rock bolts have previously been investigated by Schroeck et al. [7] .
However, since the technique proposed in [7] is based on an offline approach where humans conduct the measurements, there is no possibility for continuous rock bolt monitoring. What is needed is a low-cost monitoring solution, capable of online monitoring rock bolts in near real-time. In this paper, a novel method for mine monitoring is presented. The method is based on equipping standard rock bolts with Internet of Things technology, i.e. embedded electronics with the rock bolt as shown in Fig. 1 . This approach enables real-time monitoring of each individual rock bolt in near real time. The current two monitored parameters are strain and seismic activities. Since no human involvement is required, and the intelligent rock bolts perform their operation without human involvement, the proposed approach can be deployed at a low cost compared to other solutions. The use of wireless IPv6 based communication and a Service Oriented Architecture (SOA) enable the rock bolts to be easily integrated in existing infrastructures and services, as shown in previous work [8] . The use of IP-based communication however introduces a security threat from hackers, viruses, malware, etc. Therefore is the Intelligent rock bolt supporting several communication security mechanisms for preventing malicious users and other threats from interfering with its operation. This paper is outlined as follows: Section II presents a background and related work to the research. Section III outlines the proposed architecture followed by Section IV which presents the mine test setup. Results from the performed tests and plans for the next research steps are presented in Sections V and VI, respectively. Finally, the conclusions are presented in Section VII.
II. BACKGROUND AND RELATED WORK
Mine activity monitoring is today mostly made with geophones, still the most sensitive devices to detect earth movement [9] . In mines geo-phones are now interconnected and used to gather micro seismic data which is further analyzed to provide safety predictions [10] , [11] .
The mining industry have over time initiated a number of smaller projects to test the function of rock bolts. This has lead to some functional rock-bolt monitoring specifications [12] , [13] . Some of the most important are:
• measure static and dynamic rock bolt load of <300kN.
• Dynamics to be captured are <100 Hz, thus a sampling rate of 1kHz will be sufficient.
• true load measured with an accuracy 2 %.
• not sensitive to uneven loading on the bolt plate.
• a cable free system.
• continuous load sampling over time (with the possibility to set sampling intervals).
• life time without changing power supply >12 month (using a battery). There are several approaches to make one shot testing of rock bolts. Ultrasound is one common approach to measured bolt load through speed of sound measurements. We do find several scientific papers and several patents in this field. One example is [14] . Some suppliers of ultrasound measurement technology for bolt load measurements are:
• Hevii -US bolt load technology [16] .
• Boltscope-II by Hydratight [17] This ultrasound technology has the potential to provide the most information on the changes in the rock bolt. The technology is still rather young and much development can be expected in the future. The major drawback is the price tag. An attractive approach for strain gauges sensing applied to rock bolt load measurements is the MMT prototype found with Hitec corporation [18] . They exhibit and custom device drilled into to the head of the bolt. The major draw back is the sensitivity to non-axial loads. To our understanding the development has been halted.
The process automation industry, where the use of sensors, actuators, distributed control systems and other technologies are widely used, have responded well to the new possibilities that networked embedded devices, e.g. Internet of Things (IoT) and Cyber-physical systems, (CPS) can offer [19] . The use of IP-based networked sensor and actuator devices with vertical integration into traditional industry systems is currently being investigated in some of Europe's largest automation projects such as the R&D projects FP7 IMC-AESOP [20] and Artemis Arrowhead [21] .
The COBS project [22] at Luleå University of Technology aims at developing smart conveyor belt rollers for the mining industry and logistics. By equipping a conveyor belt roller with a wireless sensor node and additional sensors, the roller is able to monitor itself and thereby sending alarms when for example a ball bearing is getting too warm which is an indication of a ball bearing damage. The higher level system is used to alert operators of any anomalies or alarms and assist in scheduling maintenance and reduces cost from less unexpected downtime.
III. ARCHITECTURE
This section outlines the core architecture of the intelligent rock bolt with its sensing and networking capabilities, the support for communication and as well as security.
A. Intelligent rock bolt
The current proposed design of the intelligent rock bolt is composed of several individual components. The base is a standard rock bolt, which is equipped with measurement electronics. The core of the electronic system is the Mulle platform from Eistec AB [23] . The Mulle is a low-power sensor node designed for Internet of Things applications. The current Mulle features a 16-bit microcontroller, analog and digital inputs and outputs, an 868 MHz IEEE 802.15.4 transceiver, several memories and power management circuits. To the Mulle is an interface board for the strain and vibration sensors connected, which is described in more detail in the next section. The Mulle runs the Contiki operating system from Dunkels et al. [24] .
B. Electronics and sensors
The measurement system consists of a strain sensor and an accelerometer. The accelerometer is mounted on a printed circuit board (PCB) while the strain sensor is external to the PCB, i.e. mounted inside the rock bolt's head. Both these sensors produce a voltage which is sampled by two 24-bit analog-to-digital converters (ADCs). These ADCs are mounted on the PCB which also hosts a connector that allows the ADCs to communicate with the Mulle using a high-speed SPI port.
The measurement board hosts a high-density connector for interfacing the Mulle. It also features some LEDs for development use, power supply, etc. Figure 2 shows the circuit of the vibration sensor system with Mulle platform. The two sensors, accelerometer and strain, have been chosen in order for the rock bolt to be able the two most important factors for mine stability. Seismic activity will cause vibrations in the rock, and forces lead to tensions in the rock which when released can result in small earthquakes. These quakes can in worst case result in the collapse of tunnels, or even portions of the mine.
C. Internet of Things networking stack
The current communication stack is based on previous work from several research projects. Other research projects that have been developing the Mulle architecture are EU FP7 IMC-AESOP and I2Mine and Artemis Arrowhead. The current version of the Mulle's communication stack is based on the IEEE 802.15.4 standard, and uses IPv6 and RPL over 6LoWPAN. Data is normally transmitted using SenML encoded using XML (with optional EXI-compression by the EXIP parser [25] ) over CoAP. Figure 3 shows the Mulle's communication stack.
The software side of the strain and acceleration measurements were implemented as CoAP [26] services. A CoAP service is easily accessible through a web browser that supports it. This provides simplicity in monitoring and configuring the rock bolts as it can be done through a standard web interface over the Internet. CoAP is a protocol designed to be used on resource-constrained, low power electronic devices. Since Contiki, which is used on the Mulle platform and hence rock bolts, runs RPL [27] it is possible to create mesh networks, i.e. with multi-hop support. The mesh networking support has been experimentally verified on the rock bolts and the performance of RPL has been investigated by Potsch et al. in [28] . Time synchronization is performed using the NTP protocol. Wireless re-programming of Mulle devices is handled by a custom written CoAP service. The Mulles are connected to existing networks (i.e. Ethernet) using a BeagleBone based gateway, also equipped with an IEEE 802.15.4 radio transceiver. The gateway host several services, such as RPL, NTP, and a number of CoAP services. The gateway is connected to its back-end system using an encrypted VPN solution. This ensures that sensor data is transmitted from a Mulle to database servers over encrypted channels only.
The use of a Ultra-wide Band (UWB) chip from Decawave has also been investigated. Preliminary results indicates that UWB is a viable solution for environments with severe multipath problems. This will be studied further as well. The use of UWB in combination with distributed event detection and pattern recognition, as proposed in [29] , could provide one solution for performing detection and classification of mining related activities.
D. Measurement software
For the strain measurements, a CoAP service was created that can retrieve a strain sample at any time. Also, a threshold value can be set that allows the user of the service to be notified when a measurement is collected that has changed a specified amount from when the threshold was set. This is realized through CoAP's Observe-mechanism. Moreover, the sampling interval of the notifying service can be set through another CoAP service.
For the acceleration measurements, a CoAP service was created that controls the sensor to store a given amount of acceleration samples to the internal flash memory of the Mulle. When the logging is complete, the samples can be fetched through another service. Acceleration measurements are done in this way as acceleration data must be sampled at a much higher data rate than the available bandwidth of the wireless network.
E. Communication security
A high level of security usually means complex methods and algorithms, therefore more CPU time and more energy consumption. For this reason on low power systems (networks) the security design is a critical task. Nowadays one of the most extended systems over 6LoWPAN is IPsec that is an extension of the IP protocol that adds security to IP and higher layers. It was developed for the "new" IPv6 standard and was later adopted to include IPv4 as well.
IPsec has two different protocols, AH and ESP, to secure the authentication, integrity and confidentiality on communication [30] . IPsec can protect completely the IP datagram (Tunneling Mode [31] ) or only the protocols on higher layers (Transport Mode). In Tunneling mode the IP datagram is encapsulated completely inside a new IP datagram that uses IPsec (the final IP of the datagram could even be different). In Transport mode, IPsec only manages the content of the IP datagram, adding the IPsec header between the original IP header and the header of higher layers, shown in Figure 4 .
To protect the integrity of IP datagrams, the IPsec protocol uses authentication message codes based on hash, HMAC (Hash Message Authentication Codes). To protect the confidentiality of IP datagrams, IPsec uses standard algorithms of symmetric cipher (in our case using AES-128, but could work with any other cipher such as AES-256). In order to protect against DoS (Denial of Service) attacks, IPsec uses sliding windows. Each packet receives a sequence number and only is accepted by the receiver if the number of packet is inside this window or next. Any previous packets are immediately discarded. This is an efficient protection mechanism against attacks with message repetition, especially when the attacker is using sniffed original packets to resend.
The current IPsec version, which is based based on the compressed IPsec design developed by Raza [32] , is under development and does not support directional keys, this means that IPsec must use a different secret key for each direction of the communication with the same client/server, but this implementation uses the same (reducing the security level).
One big step forward is the implementation of IKE -Internet Key Exchange -that is now work in progress. With IKE IPsec could change and choose the correct secret key for each communication. The use of DTLS encryption for CoAP would further increase the communication security [33] .
IV. PERFORMED EXPERIMENTS
This section presents the tests and experiments that have been performed, and gives an overview of all tests' setup in terms of hardware and software.
A. Test overview
In order to investigate the performance and feasibility of the rock bolt design, several tests were performed. The first set of tests was performed indoors in a controlled laboratory environment. When it was confirmed that the sensing electronics were functioning as planned as well the integration between the electronics and the rock bolt the next step was taken by performing tests using four rock bolts in an active mine. The mine test system was comprised of a total of four intelligent rock bolts, two Linux-based BeagleBone devices, interface cables, and power supplies.
B. Laboratory test setup
In the initial laboratory test, the strain sensor was mounted on a device constructed to simulate strain. This device was fastened to a desk and different torques were applied at the nut of the device to simulate the strain of a rock bolt. The accelerometer was also tested in a lab. setup where vibrations were measured as well. All measurement data were transmitted wirelessly using a CoAP service over a 6LoWPAN network and stored to file for later processing and visualization. A Java implementation of CoAP, Californium [34] , was used to retrieve all measurements. Figure 5 shows how an intelligent rock bolt is installed in a mine tunnel. The rock bolt itself is around three meters long, and the head with the Mulle and sensor interface board inside the grey plastic box. The strain sensor is located inside the stainless steel head. The two cables, one for power and one for data, are connected to the data logger and power supply, respectively. This installation is a prototype device, and not of production quality. In practice, the electronics must be protected in a better manner in order to withstand the harsh environment inside an active mine but for prototyping and testing this approach was sufficient.
C. Mine installation

D. Performed tests
When all four rock bolts were installed and equipped with the electronics for measuring strain and vibration, the two BeagleBone-based data loggers were time synchronized using NTP over an 100 Mbit/s Ethernet cable. Each logger stored data from one pair of rock bolts installed on the same tunnel wall. This procedure was performed during a total of three days in order to collect as much data as possible. 1) Strain: The strain was recorded on all four rock bolts.
2) Tunnel wall vibration: A metal object was used as a hammer to hit the tunnel wall and the vibrations were recorded.
3) Top hammer drill rig: The vibrations generated by a production top hammer drill rig some 30 meters away for the rock bolts were recorded.
4) Falling rocks:
A rock was dropped in order to simulate the event of rocks falling from a tunnel's ceiling. 5) Vehicle detection: A car was driven by the rock bolts and the generated vibrations were recorded.
V. RESULTS
This section presents results from the collected data from the laboratory experiments performed in August 2013 as well as from the Kittilä mine experiments performed in October 2013. All data processing and plots were performed using Matlab. For the accelerometer, the Z-axis has been used which corresponds to vibrations along the length of the rock bolt.
Note that a 24-bit ADC has been used, together with an accelerometer that can measure static acceleration (i.e. the gravity components is visible in the signal). A DC-blocking filter could be used to remove all offset. The accelerometer will see a different offset depending on the angle the rock bolt is installed with.
A. Laboratory strain measurements
To test the linearity of the strain sensor, different torques were applied to the strain simulation device. Four different boards and sensors were tested, labeled 2, 3, 4 and 5 and the strain output as a function of applied torque were recorded. The measurements were taken at torques of 0, 40, 50, 70 and 80 Nm. 10 measurements were taken for each value of torque and the mean and standard deviation, respectively, of the measurements were then plotted. The resulting plots are shown in Figure 6 . It can also be seen that the strain measurement sensors have good linearity properties. 
B. Steel rod
In this first mine-based test, a rock bolt rod was used as a hammer to hit the wall near one of the installed rock bolts. This was repeated eight times in order to get a better understanding of which type of signal amplitudes that could be expected from a very strong source of vibration in close proximity of a rock bolt. The vibration data collected is shown in Fig. 7 . It is clearly shown in the wave form when the rod hits the tunnel wall and generates a vibration pattern. This type of amplitudes, or even higher, would probably also be generated if a mobile machine would drive too close to a wall and brush against it. The rock bolts can therefore be used for anomaly detection around vehicles.
C. Drill test
The second mine-based test was performed in order to investigate if a rock bolt's vibration sensor can be used to detect mining-related activities such as drilling. A mobile top hammer production drill rig, located approximately 25-30 meters from the installed rock bolts, was used as a vibration source. It is clearly seen in the signal at 140 and 360 seconds in Figure 8 when the drilling machine drills, takes a short pause to insert a new rock tool, and starts drilling again. This indicates that a rock bolt can be used to detect drilling activity in close proximity, and even count how many drill holes that have been drilled.
D. Vehicle detection
One important feature that can be used to localizing vehicles is the ability for a rock bolt to monitor the presence of close by vehicles. This can be used for fine grain localization of mobile machinery such as cars, trucks, etc. Figure 9 shows the raw and unfiltered vibration signal from one rock bolt when a car was used in the vicinity. At 265 seconds into the signal, the car's engine was turned off which is clearly visible as a sharp drop of signal amplitude. The plotted signal is the raw output from the sensor, without any applied signal processing, such as filtering. By applying filtering techniques, the presence of a nearby vehicle could be detected [35] .
How larger vehicles, such as loaders and trucks, will be observed is currently unknown. However, previous work performed within the iRoad project indicates that heavier vehicles generate higher amplitude levels, as shown by Hostettler et al. [36] .
E. Falling rock detection
Rocks falling from a tunnel's ceiling are a clear indication of pending danger. When this occurs, a collapse of the tunnel could happen, or lead to larger and heavier rocks falling which could result in damage to vehicles and machinery as well as injuries on workers. 
F. Strain test
A strain gauge sensor can be used to monitor stress in pillars, tunnels walls and ceilings. Strain can be a good indication of how strong forces that are affecting a volume of rock. The strain sensor is currently mounted at the rockbolt's head, however this will severely limit the amount of strain that can be detected by the sensor due to the fact that the shotcrete will limit the forces to propagate along the rockbolt.
The output from the strain sensor, shown in Figure 11 , also concludes this. For better strain gauge sensor performance, the strain sensor must be re-designed. This is considered as future work.
VI. FUTURE WORK
Some of the more prominent features that need more work are: efficient signal processing of captured data, sufficient low-power operation on sensing, processing and communication, and integration with back-end mine monitoring systems. Performance of the used sensors also needs more testing, especially the strain gauge which is challenging to observe in a mine due to the very high time constants and slow change rates. The mounting of the strain gauge also needs more investigation. Another key issue that needs more research is how the use of traditional Internet of Things protocols and technologies, which were originally designed for very low data-rate transmission, with no or low real-time requirement will behave when larger amounts of data must be streamed, i.e. from vibration sensors, with high requirements on low-latency transmission. The impact of scalability and security issues must also be investigated further. An interesting approach for self-learning methods for signal processing proposed in [37] would be interesting to evaluate for rock bolt usage. The fourth issue to explore is how strain and/or stress information and vibration data can be successfully integrated in today's monitoring systems.
In order to secure the communication and SOA model, the IPsec protocol must be enhanced with a key exchange mechanism like IKEv2 [38] . A system for fine-grain access control like Radius is also needed to be able to allow or deny specific clients to access services.
VII. CONCLUSION
The use of rock bolts in the mining industry is a well known approach for increasing stability in for example tunnels, and thereby increasing safety for workers. However, what has been missing is a method of keeping installed rock bolts under constant monitoring. When compared to the process automation industry, where the use of sensors and SCADA system is a commonly used, rock bolt monitoring has not been especially improved.
This paper has presented a novel method for rock bolt monitoring, and the design of an intelligent rock bolt architecture with on-board sensing, processing and communication capabilities. The intelligent rock bolt, which comprise of a standard rock bolt, sensors and actuators, signal processing, data storage and wireless communication, can monitor itself and send alarms when seismic activities are detected, or when different mining activities are observed. Since security is highly important, the rock bolts have also been equipped with a security framework designed to provide tamper-free and secure communication. The rock bolt can detect, at least but not limited to, the following mining related activities:
• Deviation of strain on rock bolts • Drilling • Usage of mining machinery • Falling rocks This paper has also presented concrete test results from a mine-based field test using a low-cost intelligent rock bolt as the measurement device. Results from the tests indicates that a traditional rock bolt can be equipped with sensors, and that the sensors are capable of detecting mining-related activities.
Test results also show that successful integration between low-power electronics and a standard rock bolt is feasible. When all results presented in this paper are summarized, it is clear that intelligent rock bolts can be used within the mining industry to produce a better and safer working environment.
